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Introduction 
 

Government agencies and many private-sector organizations are required to mitigate 
hazards in their communities and decisively respond to emergencies when they do 
occur.  A key element to efficiently managing any significant emergency is the 
Emergency Operations Center (EOC).  A properly designed, equipped and staffed EOC 
can significantly enhance the situational awareness and decision making of all 
responders and the public, enabling a more effective response and a quicker recovery 
from the incident. 
 
In order to foster a common operating picture and promote effective resource usage, 
today’s EOCs must be able to process and effectively distribute information from a 
myriad of sources.  In addition to traditional needs for telephony and radio 
communications, emergency managers’ need for data communications continues to 
grow at a prodigious rate.  Modern applications, such as IP-based video surveillance, 
incident management dashboards, high-resolution Geographical Information Systems 
(GIS), and the use of social media in emergency management require that the EOC 
have a resilient network that has the security and flexibility to enable these applications.   
 
This paper discusses the need for an effective network infrastructure to support the 
unique mission and needs of today’s EOC.  While there are many similarities between 
government EOCs and ones designed for private enterprises, this document focuses on 
issues relevant to public sector EOCs.  Relevant industry guidelines such as the United 
States National Incident Management System (NIMS) and International Organization for 
Standardization ISO 22320:2011 should be examined by designers of EOCs and 
supported as appropriate.   
 

EOC Concept and Design 
 
Whether operating at a local, state or federal level, an Emergency Operations Center is 
generally understood to have certain common tasks.  While local and agency-specific 
needs may somewhat alter or modify these functions, in some fashion, an effective EOC 
must accomplish the following functions: 
 

1. Coordination:  Tasks that are directed at effectively relating organizations to one 
another and organizational capabilities to their disaster needs. 

 
2. Policy Making:  Tasks that involve creation of broad-reaching policy by key 

decision makers. 
 

3. Operations:  Tasks that specifically address the needs of the disaster response. 
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4. Information Gathering:  Tasks that are focused on determining the nature and 
extent of disaster conditions, including damage assessment. 

 
5. Public Information Dispersal:  Tasks that involve informing the general public and 

media.  Today’s EOCs need to incorporate traditional media outlets as well as 
new social media and the two-way conversations that it enables. 

 
6. Hosting Visitors:  Tasks that manage the political leaders, VIPs and other visitors 

to the EOC. 
 
 
Compounding the challenge of implementing an effective EOC design is the fact that 
unlike many other areas of emergency management the structure of an EOC is not 
standardized.   Many EOCs operate based on a traditional model using some elements 
of the Incident Command System (ICS), with an emphasis on the finance, logistics, and 
planning functions.  Still others are organized along Emergency Support Functions 
(ESFs) broadly aligned to the United States National Response Plan (NRP).  Instead, 
many decisions about organization and operation of the EOC will be driven by what 
other allied agencies use, the need for EOC-to-EOC interoperability, and other local and 
regional differences.   
 
Along with the physical design, process and ergonomics of the EOC, a modern EOC 
must consider the fact that technology will affect how emergencies are managed in the 
future.  For example, a recent innovation called the Virtual Operation Support Team 
(VOST)1 has emerged, which can allow participation by emergency managers and other 
support staff who are outside of the affected region to augment resources that are 
physically closer to the emergency.  Another, exemplified by the San Francisco CA 
Department of Emergency Management and others, is the use of real-time social media 
within the EOC to both inform the public as well as take input from the public and using 
that information to inform the response to an emergency. Both of these concepts as well 
as other operational concepts yet to emerge will require secure, resilient networking and 
collaboration technology in the EOC to ensure that decision-makers have optimal 
situational awareness.  
 
It may be self-evident, but the site and facility used for the EOC must be selected with an 
understanding of overall risks and a priority towards the survivability from incidents in 
which the EOC is expected to help manage.  While survival of the facility can never be 
guaranteed in any incident of significant magnitude, it would conversely be unwise to 
place the EOC inside of a known area that is prone to flooding, or to use a building that 
is not seismically strengthened in earthquake country.  In order to ensure its continued 
operation in the middle of the emergency, the EOC should be equipped with redundant 
power generation, and sufficient security, food, water, and sanitation needs to enable the 
staff of the EOC to operate with minimal disruption during an incident. 
 

                                            
1 For details on VOST, see 
http://www.scribd.com/doc/52240025/VOSGTConceptReportApril2011-1  
 
 



 

 

Whitepaper 

© 2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 4 of 16 

IT and Security At The Table 
 
In the recent past, the role of an agency’s information technology and information 
security representatives in the design and implementation of an EOC has been 
extremely limited.  The emerging data-driven nature of emergency response demands 
that this no longer be the case.  Cisco strongly recommends that representatives from 
an agency’s IT and INFOSEC teams should be a part of the EOC design team at the 
earliest stages.  This ensures that the technology is appropriately designed and secured 
with the intended use of the EOC in mind.  Further engagement with the organization’s 
NIMS Emergency Support Function 2 (Communications) representatives in design and 
implementation is likewise recommended.   
 

 

Meeting NIMS Requirements 
 
The National Incident Management System requires that the communications and 
information management systems for all EOCs must be deployed with due consideration 
to the interoperability and redundancy of those systems.   
 
Interoperability as accepted by SAFECOM is defined as “the ability of public safety 
service and support providers to communicate with staff from other responding agencies 
and to exchange voice and/or data communications on demand and in real time.”  While 
the interoperability picture continues to improve in some jurisdictions, for many others 
they continue to pose a challenge.  In some cases, these issues may not be readily 
identified until a wide-scale emergency or other significant disaster occurs.   
 
To meet the challenge of interoperability, EOC planners should determine each staffed 
role that needs to communicate, with whom could that person needs to communicate 
with, the nature and type of information that needs to be exchanged (for example, 
logistics or intelligence information) and by what method will that information be 
exchanged.   
 
From a technological standpoint, interoperability can be further enhanced by the 
appropriate selection of technology and standards.  Communications staff and EOC 
designers can should technologies based on open standards to foster interoperability.  
Open standards also help to avoid vendor lock-in and reduce total cost of ownership 
(TCO).  It should be noted that the vast majority of discussions around interoperability 
have focused on radio interoperability.  EOC planners should ensure that other modes of 
communications interoperability are considered on an equal footing. 
 
The other NIMS requirement for communications is redundancy.  Planners should 
consider the fallback methods for communications continuity that need to exist in the 
event a primary communications system fails.  Throughout the remainder of this 
document, we discuss increasing the availability and resiliency of communications 
systems in order to ensure minimal disruption.  Highly available systems may minimize 
the chance that an EOC will need to switch to a redundant system, but it does not wholly 
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replace the need for redundancy.  The requirement for redundancy requires EOC 
planners to consider what information and communication systems require redundant 
systems, and how all parties participating in the response will be notified to switch to the 
backup system.   
 

Communications Suite 
 
An EOC that cannot communicate with field resources, mutual aid agencies, and the 
public is ineffective.  As the communications needs and expectations of the served 
public and responders evolve and change, so must the technology capability of the 
Emergency Operations Center that is expected to support them.   
 

Resilient and Redundant Networking 

The backbone of communications in an EOC is the IP-network that supports it and the 
datacenter.  For many years, Cisco has recommended a three-tiered model of network 
implementation.  These tiers, Core, Distribution and Access each has a specific job in 
moving data around efficiently and securely2: 
 

Core:  At this layer, the primary purpose of 
the network infrastructure is simply to move 
packets as fast as possible.  The core must 
be highly reliable and switch packets rapidly.  
End-users, servers and other IT resources do 
not typically attach to the network at this 
layer. 
 
Distribution:  This layer serves as a services 
and control boundary between the access 
layer and the core of the network.  It’s an 
aggregation point for all of the access 
switches in the network and a natural point for 
applying any necessary policies.  Network 
control plane protocols such as EIGRP and 
OSPF are often summarized here. 

 
Access:  The most feature-rich portion of the 
network, the Access layer is where end-user 
devices, such as PCs, printers, wireless 
access points, and IP phones are connected.  As such it provides a security, 
Quality of Service (QoS), and policy trust boundary. It is the first layer of defense 
in the network security architecture and the first point of negotiation between end 
devices and the network infrastructure.  
 

                                            
2 An in-depth discussion of the three-tier model is available at:  
http://www.cisco.com/en/US/docs/solutions/Enterprise/Campus/campover.html  

Figure 1: Collapsed Tiered EOC Network with Data Center 
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While all three tiers of this traditional campus network model may not apply solely to the 
EOC without being shared by the rest of the organization, network designers may find a 
collapsed model more appropriate where the core and distribution layers are collapsed 
and include both the EOC as well as the datacenter resources that support it. 
  
Additionally, it is advantageous if any field resources, such as a mobile command 
vehicle are designed to leverage the same infrastructure through the use of Virtual 
Private Networking.  From an operational perspective, this will give the organization the 
ability to more easily scale-up and scale-down the response as required by the needs of 
the emergency while still retaining continuity of services, addressing and usability.  The 
design of VPN and other information security issues will be discussed later. 
 
Resiliency in a network comes from the smart design and intelligent use of features that 
compliment each other and taken together create a level of availability that is appropriate 
for a mission-critical asset such as an EOC.  For example, simply ensuring redundant 
paths in the network that can be dynamically converged upon by control plane protocols 
(EIGRP, OSPF, Spanning-Tree, etc.) can significantly decrease the Mean Time To 
Repair (MTTR) when a failure does occur.   
 
Designers of EOC networks should also consider 
additional capabilities to maximize resiliency of 
the facility using different methods of backhaul, 
even at the cost of degraded service.  For 
example, if an EOC has redundant DS-3 circuits 
providing connectivity to the Internet, it may still 
be prudent for the agency to purchase and retain 
a BGAN satellite terminal just in case a disaster 
or other calamity renders even the most resilient 
terrestrial networks inoperative3.  The several 
hundred kilobits-per-second speed of the BGAN 
will in no way make up for the loss of two 45 
Mbps links, but can still enable mission-critical 
connectivity to the EOC for essential personnel. 
 
 

Information Security in the EOC 
 

The role of information security in an EOC is often under-appreciated and largely 
neglected.  Many public safety customers have extensive physical security perimeters 
and controls in place at their EOC location, but in many cases the analogous and 
appropriate network security controls are lacking.  Those who are designing and 
implementing EOCs need to consider that EOC activation may not just occur for a 
physical-world situation, but also for significant cyber events as well.  Indeed, in the 

                                            
3 The April 2009 fiber optic cut in the San Francisco Bay Area was the result of a targeted attack 
that rendered multiple EOCs and PSAPs in Santa Clara and Santa Cruz Counties largely 
inoperative.  The fact that an adversary might target such infrastructure in the future in 
conjunction with other attacks must be considered. 

Figure 2: Dynamic, redundant paths can significantly increase resiliency. 
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United States, ESF 2 not only incorporates communications support for disasters and 
other similar calamities, but also may be activated for “cyber incidents”4. 
 
The threats that target the EOC are generally similar to those that target the enterprise 
and include: 
 

Service disruption:  Disruption to the infrastructure, applications, and other EOC 
resources caused by botnets, worms, malware, adware, spyware, viruses, 
denial-of-service (DoS) attacks, and Layer 2 attacks. 

Network abuse:  Use of non-approved applications by employees; peer-to-peer 
file sharing and instant messaging abuse; and access to non-EOC-related 
content. 

Unauthorized access:  Intrusions, unauthorized users, escalation of privileges, 
and unauthorized access to restricted resources. 

Data loss:  Theft or leakage of private and confidential data from servers, 
endpoints, while in transit, or as a result of spyware, malware, key-loggers, 
viruses, etc. 

Identity theft and fraud:  Theft of personnel identity or fraud on servers and end 
users through phishing and E-mail spam. 

 
Fortunately, generally accepted best practices for network and information security are 
as equally applicable in an EOC as they might be for any enterprise, campus or service 
provider network.  Security should never be a bolt-on afterthought to a network, but 
rather should be implemented throughout the infrastructure using a concept of defense-
in-depth, where multiple technologies and points of control can provide overlapping and 
mutually supporting policy enforcement. 
 
EOC information security architecture should start by developing policy and controls 
along the principle of least privilege, which requires that any individual have access to 
only the minimal information and technology resources required for them to be effective 
in the EOC environment.  A comprehensive plan will incorporate the entire lifecycle of 

information security and include 
risk mitigation, detection, response, 
and recovery elements5.  Specific 
consideration should be given to 
the nature of collaboration and 
emerging technologies that will 
become increasingly relevant in 
EOC operations, such as IP video, 
cloud computing and borderless 
networks. 
 
Because the EOC needs to host 
trusted and sensitive information 
also provide a space for visitors 

                                            
4 ESF 2 activation guidelines: http://www.fema.gov/pdf/emergency/nrf/nrf-esf-02.pdf  
5 For more information please see RFC 2196: Site Security Handbook 
http://www.faqs.org/rfcs/rfc2196.html  

Figure 3: Common Firewall and Remote Access Architecture 
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(such as VIPs and the media), the EOC network will need to have a range of policies 
applied throughout.  For example, to accommodate media or visitor access to the 
Internet on guest network segments which only permit controlled access to the Internet, 
and deny access to servers and other sensitive network segments within the EOC.  On 
the other hand, certain law enforcement uses may require a more restrictive network 
segment than might be otherwise available for members of the EOC.  Common firewall 
and VPN remote access architecture should be considered as well6.    
 
Endpoint security is also required.  Servers as well as end-user PCs and other devices 
should be hardened against attack as well as have appropriate security patches, anti-
virus and other appropriate policy software applied.  The introduction of newer forms of 
endpoint devices, such as smartphones or tablet computers based on Google Android or 
Apple iOS should also be taken into account.  While they promise unique gains in 
productivity in an EOC environment, the security challenges with a device that blurs the 
line between personal as well as professional should be considered.   
 

Wireless LANs 

 

Wireless Local Area Networks (WLANs) should be considered a core part of the 
infrastructure of an EOC.  Wireless LANs enable users to roam untethered throughout 
the facility, free to collaborate in conference rooms or participate in impromptu meetings 
as the emergency progresses without being tethered to a desktop computer.  Newer 
high speed WLANs such as those provided by 802.11n enables higher-bandwidth voice 
and video applications while maximizing performance and range.   
 
There are a number of challenges particular to operating a 
WLAN in an EOC environment that need to be mitigated for 
a successful deployment.  First, an EOC is usually in an area 
with lots of other radiofrequency devices.  Extensive Land 
Mobile Radio (LMR) devices as well as Bluetooth and other 
mobile phone devices, and even the microwave oven in the 
EOC kitchen could cause interference or degradation of the 
WLAN.  Additionally the construction of the facility itself may 
require particular consideration of WLAN deployment.  An 
appropriate site survey and technology such as Cisco 
CleanAir7 can help identify potential pitfalls in the WLAN 
environment and help ensure a high quality network that 
supports voice, video and other network applications.    
 
While a small facility may be able to manage a single autonomous access-point, most 
EOCs will require multiple access points to ensure sufficient coverage and performance.  
WLAN controllers greatly simplify management and deployment of multi-AP 
                                            
6 The Cisco SAFE Architecture provides a validated network security design and is available at 
http://www.cisco.com/en/US/docs/solutions/Enterprise/Security/SAFE_RG/SAFE_rg.html  
7 Cisco CleanAir: 
http://www.cisco.com/en/US/solutions/collateral/ns340/ns394/ns348/ns1070/white_paper_c11-
599260.html  

Figure 4: Cisco CleanAir can physically locate devices that 
interfere with the WLAN 
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environments by enabling the administrator to centrally manage the LWAPP or 
CAPWAP-based access points in the facility.  Users benefit by experiencing one 
contiguous network without having to reassociate from one access point to the next as 
they roam throughout the facility.   
 
 
 
 
IP Telephony 
 

Telephony systems that use Voice Over IP (VoIP) technology have become 
commonplace since their initial appearance during the latter half of the 1990s.  Since 
that time, both enterprises and public-sector agencies have realized a number of 
benefits that come from moving away from a traditional circuit-switched telephony 
system: 
 

1. Total Cost of Ownership (TCO):  since the organization doesn’t have to 
maintain separate voice and data networks, the overall cost of ownership is 
substantially less. 

2. Unified Communications:  Voicemail, fax and other telephony services can all 
be provided in a flexible package that takes advantage both the user’s 
computers and telephone systems. Applications based on video, presence 
and conferencing are similarly enabled. 

3. Enabling the Flexible Workforce:  Staff are better able to work in a manner 
that suits the task at hand and their own needs.  Whether using a traditional 
VoIP phone, a softphone client, or another method, they have the flexibility to 
communicate in a manner convenient to them.   

 
Enterprise-class telephony systems include 
systems based on Cisco Unified Communications 
Manager (CUCM) enable communications for up to 
40,000 individuals in a resilient cluster-based 
architecture and are well suited to larger 
organizations.  Smaller organizations may elect to 
implement solutions based on Cisco Unified 
Communications Manager Express (CUCME), 
enabling VoIP solutions based on a customer’s 
existing router environment.   
 
A wide variety of endpoints are available to the 
designers of EOC networks that provide a number 
of choices.  Cisco IP wired IP phones such as the 
7900 series are commonplace and provide an 
easy-to-deploy solution.  Other alternative 
endpoints might include wireless IP phones that are 802.11 enabled, such as the 7921 
or 7925 series, Cisco IP Communicator softphone for personal computers, advanced 
video-enabled phones such as the 9970 series, or collaboration tablets such as the 
Cisco Cius.     
 

Figure 5: CUCM deployment model with branch offices and central call 
processing 
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Video Systems in the EOC 
 

Designers of next-generation EOCs need to architect network services in light of the fact 
that video is rapidly becoming the de-facto medium for communication. There are a 
number of different types of video systems that are appropriate for an Emergency 
Operations Center. Digital Media Systems (DMS) include digital signage, which can 
display relevant content on large-screen displays dedicated for that purpose.  Video 
collaboration technologies such as Cisco WebEx or other collaboration tools enable 
users to share computer screens, engage in desktop-quality video chat, and perform 
online conferencing.  For high-quality interactions, Cisco TelePresence can enable rich 
collaboration and conferencing in high-definition.    

The last major application of video in the 
EOC consists of IP video surveillance.  The 
ability to monitor an emergency in progress 
and provide real-time situational awareness 
to field responders as well as the EOC staff 
provides inherent advantages for responder 
safety, responder awareness and 
investigations. 
 
Compared to traditional analog CCTV 
systems, IP based-video systems provide 
higher quality, and the ability to view video 
on multiple classes of devices 
simultaneously, from traditional CCTV 
monitors, computers to smartphones and 
other devices, providing responders at all 
levels access to the same information.   
Hybrid systems combine both analog and 
IP-based video systems to ease the 

transition from legacy surveillance to IP-based systems if an organization already has an 
existing system. 
 
 
 
 
Video display systems need to be considered as well.  Typically, 
these are “video wall” systems that enable all personnel in the 
EOC to share information that is common and relevant to all.  
These systems should be easy to operate, and provide multiple 
functions from the display of computer screens and applications, 
to display broadcast and cable television, and could function as 
a display for a document camera or group videoconference.   
 

 

 
 

Figure 6: Video-enabled applications in the EOC 

Figure 7: EOCs often have video walls for 
information sharing 



 

 

Whitepaper 

© 2012 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 11 of 16 

Communications Interoperability 
 

Communications managers have a particularly difficult challenge.   In addition to the 
obvious technical challenges of enabling communications interoperability (particularly of 
radio systems) between different response agencies providing mutual-aid, there are 
numerous issues around policy, such as “narrowbanding,” the D-block controversy in the 
United States and the transition to next-generation communications systems such as 
APCO P25 and Long Term Evolution (LTE).  What may have seemed like sound 
purchasing decisions around radio infrastructure only a few years ago may be rendered 
obsolete overnight.  
 
While the most difficult element of communications interoperability for the foreseeable 
future will remain political rather than technical, there are a number of solutions on the 
market today that should be considered when designing interoperable communications.  
While traditional radio bridge systems will continue to enable radio talkgroups to be 
patched together, designers of next generation EOCs and their associated 
communications infrastructure should consider a comprehensive IP-based 
communications solution such as Cisco IPICS which has the ability to not just tie 
together different radio systems together, but to enable communications interoperability 
across entirely different classes of devices – PCs, radios, smartphones, IP phones, and 
other devices enabling a rich “any-to-any” communications environment that leverages 
the organization’s existing network infrastructure and minimizing Total Cost of 
Ownership (TCO).  With Cisco IPICS 4.5, this level of interoperability extended to APCO 
P25 clients through Inter-RF Subsystem Interface (ISSI) gateway support.   
 
Emergency managers should consider that true interoperability will consist of a mixture 
of technical and operational solutions, including common terminology, technology, and 
mutual-aid policies.   
 

 

CONCLUSION 
 
While it is obviously impossible to predict where the next major emergency will occur, 
one trend is certain: the response to any significant emergency going forward will be 
data-driven.  The imperative to get information in the right format in the right time to 
decision makers is important today, and will only become more important in the years to 
come as technology becomes ever more integral to society.  Organizations that are 
creating EOCs from scratch or considering retrofitting an existing one should look to 
technology as a strategic enabler of better situational awareness and better decision-
making.  An IP-based technology backbone for the EOC enables emergency 
management staff to adopt the applications and technologies of today and allows an 
easy transition to the collaboration tools and applications that have yet to emerge.  The 
ultimate beneficiaries of a next-generation Emergency Operations Center include not 
just the emergency management staff, but also the citizens and communities that they 
serve. 
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APPENDIX:  Sample EOC Build-of-Materials 
 
Example EOC Build-Of-Materials (BOM) 
 
In the following example, we describe a sample build-of-materials for a moderate sized 
Emergency Operations Center.  While each organization will make equipment decisions 
based on their own unique needs and requirements, the following list should provide the 
reader an understanding of the solution set required for the capabilities described earlier 
in this document.   
 
As products and solutions evolve, customers should engage Cisco or a Cisco partner to 
ensure that more recent updates to products and technology are reflected in a 
customer’s build-out. 
 
Networking Infrastructure Module 
 
Dual ISR G2 for connectivity between EOC and the rest of the agency’s Intranet.  
Security features to enhance information security within the EOC.  Two 48 port POE+ 
switches for LAN, voice.   
 
Product Description Quantity 
C3925-VSEC/K9 Cisco 3925 Voice Security bundle, PVDM3-64, UC and SEC 

license PAK 
2 

PWR-3900-POE 
 

Cisco 3925-3945E AC Power Supply with Power Over Ethernet 
 

2 

PWR-3900-POE/2 Cisco 3925-3945E AC Power Supply with Power Over Ethernet 
(Secondary PS) 

2 

CAB-C15-ACx AC Power Cord (country specific SKU), C15, (country-specific 
plug), (length) 

4 

WS-C3560X-48PF-L 48 Ethernet 10/100/1000 PoE+ ports, 1100W AC, LAN Base 2 
C3KX-PWR-
1100WAC 
 

Power supply - hot-plug / redundant ( plug-in module ) - AC 115-
240 V - 1.1 kW - for Catalyst 3560X-24, 3560X-48 

2 

CAB-3KX-AC= AC Power Cord for Cisco Catalyst 3K-X (North America) 4 
 
 
Wireless Network Module 
 

Product Description Quantity 
AIR-CAP3502I-A-K9 802.11a/g/n Ctrlr-based AP w/CleanAir; Int Ant; A Reg Domain 2 

AIR-AP-BRACKET-1 Cisco 1040/1140/1260/3500 Low Profile Mounting Bracket (Default) 2 

AIR-AP-T-RAIL-R Ceiling Grid Clip for Aironet APs - Recessed Mount (Default) 2 

AIR-WLC2106-K9 Cisco 2106 Wireless LAN Controller for up to six Cisco access points 1 
CAB-C15-ACx AC Power Cord (country specific SKU), C15, (country-specific plug), 

(length) 
4 
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WS-C3560X-48PF-L 48 Ethernet 10/100/1000 PoE+ ports, 1100W AC, LAN Base 2 
C3KX-PWR-1100WAC 
 

Power supply - hot-plug / redundant ( plug-in module ) - AC 115-240 V - 
1.1 kW - for Catalyst 3560X-24, 3560X-48 

2 

CAB-AC AC Power Supply Cable 4 
CP-7925G-A-K9 Cisco 7925G FCC; CM/CME UL Reqd; Battery/PS Not Included 6 

SW-CCME-UL-7925 
 

Cisco Unified CME User License for single Cisco 7925 6 

CP-7925G-SW-K9-A Cisco 7925G Software, FCC 6 
CP-PWR-7925G-NA= 
 

Cisco 7925G Power Supply for North America 
 

6 

CP-MCHGR-7925G-
BUN 

7925 Multi-Charger bundle (includes multi-charger,  power supply, and 
AC power cord) 

1 

CP-BATT-7925G-
EXT= 

Cisco 7925G Battery, Extended 12 

 
 
 
IP Telephony Module 
 
Cisco 3925 ISR G2-based CCME platform with SIP Trunking, Cisco Unity 
Express voicemail & auto attendant and 25 phones.  Dual PoE power supplies 
for future growth & resiliency 
 

Product Description Quantity 
C3925-VSEC/K9 Cisco 3925 Voice Security bundle, PVDM3-64, UC and SEC license PAK 1 
FL-CME CME license, Top Level SKU 1 
PWR-3900-POE 
 

Cisco 3925-3945E AC Power Supply with Power Over Ethernet 
 

1 

PWR-3900-POE/2 Cisco 3925-3945E AC Power Supply with Power Over Ethernet 
(Secondary PS) 

1 

CAB-C15-ACx AC Power Cord (country specific SKU), C15, (country-specific plug), 
(length) 

2 

FL-CME-SRST-25= Cisco CME or SRST – 25 seat license 1 
CP-7975G Cisco 7975 IP Phone 25 
SW-CCME-UL-7975= Cisco Unified IP Phone 7975G CCME user license 25 
FL-CUBEE-25= Unified SIP trunk license RTU – 25 sessions 1 

ISM-SRE-300-K9 Cisco Unity Express Integrated Services-Ready  
Engine module; price includes 2 ports 

1 

SCUE-LIC-25CME 25 voice mailboxes, 10 GDMs, auto attendant –CCME 1 

 
 
 
 
Video Surveillance Module  
 
Video surveillance infrastructure does not include cameras.  Four end-user 
stations. 
 

Product Description Quantity 
CIVS-MSP-1RU Cisco 1RU MSP 1 
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CIVS-CAB-16-AC Cisco CIVS C16 Power Cable North America 1 
CIVS-HDD-1000  1TB SATA Drive for CIVS-MSP  4 
CIVS-MS-SW6.3 Cisco CIVS-MS Media Server v6.3 Software License  

with Hardware 
1 

CIVS-VSM-SW6.3 Cisco CIVS-VSM Video Surveillance Manager 6.3 
 

1 

CIVS-OM-SW6.3 Cisco Video Surveillance Operations Manager 6.3 1 
CIVS-VM-1DFL Cisco Video Surveillance Virtual Matrix Channel License 4 
CIVS-VM-SW6.3 Cisco Video Surveillance Virtual Matrix 4 

 
 
 
 
 
 
 
 
 
Radio and Communications Interoperability Module 
 
Cisco IPICS Small Organization Bundle, 6 dial ports, 1 Ops View license, 6 radio 
ports, 4 Dispatch Console Silver users, 15 IPICS Phone Clients. 
 
Cisco IPICS 7845 - 1 Unit  

Product Description Quantity 
IPICS4.X-BDL1-K9 IPICS 4.x Bundle 1 1 
CPS-MSP-1RU-K9 Cisco MSP 1RU Server 1 
CIVS-CAB-16-AC CIVS C16 Power Cable 110V 1 
CIS-OPSVIEW2 IPICS OPSVIEW single operational view license 1 
CIS-VIP-DIAL VIP Dial Port License 5 
CIS-VIP-CHNL VIP Channel License 1 multicast port 4 
CIS-PHN Cisco IPICS IP Phone Client 14 

CIS-CON4.0-SIL IPICS IDC Console SILVER License 4 
Router and add on modules – RMS/LMR Gateway 2951 Router - 1 Unit  

Product Description Quantity 

CISCO2951-V/K9 Cisco 2951 UC Bundle, PVDM3-32, UC License PAK 1 
MEM-2951-512U4GB 512MB to 4GB DRAM Upgrade (2 2GB DIMM) for Cisco 2951 ISR 1 
MEM-CF-256U1GB 256MB to 1GB Compact Flash Upgrade for Cisco 1900,2900,3900 1 
NM-HDV2-2T1/E1 IP Communications High-Density Digital Voice NM with 2 T1/E1 1 
VWIC2-2MFT-T1/E1 2-Port 2nd Gen Multiflex Trunk Voice/WAN  Int. Card - T1/E1 1 
PVDM2-48 48-Channel Packet Voice/Fax DSP Module 1 
VIC3-2E/M Two-port Voice Interface Card - E and M 4 
PVDM3-32U64 PVDM3 32-channel to 64-channel factory upgrade 1 
SM-NM-ADPTR Network Module Adapter for SM Slot on Cisco 2900, 3900 ISR 1 
CAB-AC AC Power Cord (North America), C13, NEMA 5-15P, 2.1m 1 
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Telepresence Module 
 

Product Description Quantity 
CTI-VCS-EXPRESS-
K9 

VCS Expressway Incl 5 traversal calls 1 

CON-EC4N-
SEPRESK9 

ESS 24X7X4 VCS Expressway Incl 5 traversal calls 1 

SW-VCS-6.X-K9 Software Image for VCS with Encryption Version X6 1 
PWR-CORD-US-A 112981 Pwr Cord US 1.8m Black YP-12 To YC-12 1 
LIC-VCSE-5 Video Communication Server - 5 Traversal Calls 1 
CON-EC4N-LICVCSE5 ESS 24X7X4 Video Comm Svr - add 5 Traversal Calls 1 
LIC-VCS-6.X-K9  Software release key with Encryption Version X6 1 
LIC-VCS-70TURN  70 TURN Relay option 1 
LIC-VCS-DEVPROV  Enable Device Provisioning Free VCS Control ONLY 1 
LIC-VCS-GW  Cisco 3925-3945E AC Power Supply with Power Over Enable GW Feature 

(H323-SIP) 
1 

LIC-VCSE-5+  Video Communication Server - 5 Traversal Calls 1 
LIC-VCSE-E Enable Expressway feature 1 
CTI-VCS-CONTRL-K9 VCS Control Incl 10 non-traversal calls 1 
CON-EC4N-
SCNTRLK9 

ESS 24X7X4 VCS Cntrl Incl 10 non-trav calls 1 

SW-VCS-6.X-K9  Software Image for VCS with Encryption Version X6 1 
PWR-CORD-US-A  112981 Pwr Cord US 1.8m Black YP-12 To YC-12 1 
LIC-VCS-20  Video Comm Server 20 Add Non-traversal Network Calls 1 
LIC-VCS-6.X-K9 Software release key with Encryption Version X6 1 
LIC-VCS-DEVPROV Enable Device Provisioning Free VCS Control ONLY 1 
LIC-VCS-GW Enable GW Feature (H323-SIP) 1 
LIC-VCSE-100 Video Communication Server - 100 Traversal Calls 1 
CTI-TMS-APL-K9 Cisco TelePresence Management Server 1 
PWR-CORD-US-A  112981 Pwr Cord US 1.8m Black YP-12 To YC-12 1 
LIC-TMS-25 Cisco TMS - Additional 25 Systems 1 
IC-TMS-APL-S80100 TMS Appliance Lic Key Base Software Image Used During DF 1 
SW-TMS-APL-S80100 TMS Appliance Base Software Image Latest Version 1 
LIC-MOVI-25 Movi TMS 25 Additional User Licenses 1 
CTI-4215-MCU-K9 MCU-4215 30 Port Enterprise MCU 1 
CON-EC4N-4215MCU ESS 24X7X4 MCU-4215 30 Port Ent MCU 1 
PWR-CORD-US-C 34-0003-01 CABLE IEC C-13 to USA mains lead UL 1 
LIC-AESCDN1-K9 AES and HTTPS Enable Upgrade 1 
LIC-4215-HRO HRO-4215 High Resolution Option For The MCU4215 1 
LIC-4215-MCU-K9 License Key For MCU 4215 Software Image Used During DF 1 
LIC-4215-WCO WCO-4215 Web Conferencing Option For The MCU4215 1 
SW-4200-MCU-K9 Software Image For MCU 4203 Latest Version 1 
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